TFMS-M Desktop Reference
(Operations Center Supplement)
Before Installing the new Jinitiator (1.3.1.9)

v" The internet security level will be set using “Restricted sites” and ActiveX controls and
plug-ins should be enabled.

Intemst Rioneres i E3 v" Navigation: Tools > Internet
General Security |F'rivac:y| Eu:untentl Eu:unneu:tiu:unsl F'ru:ugramsl .-’-‘u:lvancedl Options... >Security Tab
Select a%web content zore to specify its security settings, v'  Select “Trusted Sites”
Internet Local intranet  JYMEHEHEIES  Resticted
sites

Trusted sites

Thiz zohe contains Web zites that pou M
trust not to damage your computer or —

data. v" Click the button labeled “Sites...”

— Securty [evel for thiz zone

Cusztom

Cuztom zettingz.
- To change the zettings. click Custom Lewvel.
- To uze the recommended sethngs, click Defaulk Lewvel.

LCuztom Level... | Default Level |

Ok I Cancel | Lpply |

Trusted sites K E3
‘fou can add and remove Web sites From this zone. all Web sites v Enter the fOIIOV\_IIng URLS by typlng the U RL In
o in this zone will use the zone's security settings. the Space provlded and ClICklng the Add button
fidd this Web site to the 2one: // NOTE: Be sure that the “Require server
I hikkpe: fffmsprs, mkme, armey, mil — e . . H q H H ” o
verification (https:) for all sites in this zone” is
tideh sites: deselected
http:/pweb, eta. mtme, army, mil
http:,l’,l’tfmspw.mtc.arm.mil : m
v http://[pweb.eta.mtmc.army.mil
™ Require server verification (https:) for all sites in this zone v http //tfstW mth. army. mll
Ok Cancel



http://pweb.eta.mtmc.army.mil/
http://tfsmpw.mtmc.army.mil/
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l. Setting ActiveX Controls and Plug-ins for Trusted Sites

v"Highlight the Trusted sites icon on the Security tab and Click the Custom Level....
button to enable Active X controls and plug-ins

Internet Properties

General Security |F'fivac_l,ll D:nntentl I:Dnnectinnsl F'n:ngfamsl .-“-‘-.I:Ivancedl

Select a'Web content zone to specify its secunty sethings.

Trusted site: T iTs =)
zites

Internet Local intranet

Trusted zites

Thiz zone containz Web zites that you Cites. . |
truzt ot bo damage your computer or —

data.

— Security level for this zone

Custom
Customn zettings.
- To change the zettings, click Custom Lewvel.
- To uze the recaommended settings, click Default Level.

Custom Level..... ﬁ Cusztarn Lewel... | Default Lewel |
(] I Cancel | Ll |
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Set ActiveX controls and plugins:

Security Settings 2] ]| v" Download signed ActiveX controls
Setkings: ® Enable
[ e _ j v" Download unsigned ActiveX controls
] Download signed Activex contrals
O Disable e Enable
(& Enable o . .
O Prompt v Initialize and script Active X controls
@ Download unsigned Ackivel contrals not marked as safe
) Disable e Enable
) Enable
& Prompt v" Run Active X controls and plug-ins
@ Initialize and script Activel controls not marked as safe . Enable
) Disable
) Enable v . .
® Frompt Scr_lpt_ ActiveX controls marked safe for
[FA Pl Acbivent combenle amd mloam o il Scrlptlng
( i a e Enable

—Reset cusktom setkings

Reset to: ILDW

j Reset |

o]

Cancel

Il. Setting File and Font Download options

v’ Check that File and Font download options under “Downloads” settings have been

enabled.

Security Settings |

Settings:

20 x|

£ Propot
fi* Downloads
[ File download
) Disable
(3 Enable
[# Fort download
O Disable
@& Fnahlr
Q) Prompt

=

[

@ Access data sources across domains
{3 Disable

nnnnnn

4 |

—Resek cuskom sektings

il
=] Reset |
[ 1|

Reset to: IMedium

Cancel |

v" File download
e Enable

v" Font download
e Enable
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lll. Setting Scripting of Java Applets options

v" Scroll down to the “Scripting” setting and check that the scripting of Java applets is
enabled.

Security Settings i 21x]

Settings:

v Scripting of Java applets

) Disable ;I i Enable
(2 Enable
O Prompt

@ Scripting of Java applets
) Disable
& Enable
O Prompt

!ﬁ éer Authentication
Logaon — s 2 .
o . (3 After updating the above options, click the

(& Automatic logon only n Intranet zone

O Autornatic logon wikh zurrent username and passwo \‘H 0 K butto n to Save the u pd ates 5
ﬁ

) Prompt For user name and password
1] |

—Reset custom settings

Reset to; IMedium LI ﬂl
,TI Cancel |

IV. Privacy Settings

v' The privacy setting in Internet Explorer manages the handling of “cookies”. The
recommended settings for privacy are Medium or Medium High.

Generall Security  Privacy | Eontentl Eonnectionsl Programsl Advancedl
—Settings
% 2‘10?1\: the slider to select a privacy setting for the [ntemet v Select the Privacy tab
_ ¢ _ HMedium
| ;E\Iiccl;s;gliirccl}-lparty cookies that do not have a compact v ReView to ensure the privacy Setting iS
- Blocks third-party cookies that use personally identifiable set to Medium or Medium H|g h.

information without voun implicit consent
- Restricts first-party cookies that use perzonally identifisble
information without implcit consent

v If the setting is correct, click the OK
e, || Berall button. However, if a change is made to
the setting, click the Apply button to
~iweb Sites save the changes.

To overide cookie handling for indvidual ‘Web sites.
click the Edit button.
Edi... |
0k I Cancel | Apply |
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